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Disclaimer
This information release is the property of Noridian Healthcare Solutions, LLC. It may 
be freely distributed in its entirety but may not be modified, sold for profit or used in 
commercial documents. 

The information is provided “as is” without any expressed or implied warranty. While 
all information in this document is believed to be correct at the time of writing, this 
document is for educational purposes only and does not purport to provide legal 
advice. 

All models, methodologies and guidelines are undergoing continuous improvement 
and modification by Noridian and CMS. The most current edition of the information 
contained in this release can be found on the Noridian website at 
https://med.noridianmedicare.com and the CMS website at https://www.cms.gov.

The identification of an organization or product in this information does not imply any 
form of endorsement. 

CPT codes, descriptors, and other data only are copyright 2019 American Medical 
Association. All rights reserved. Applicable FARS/DFARS apply. 
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Helpful Acronyms
Acronym Description 

AO Authorized Official
DO Delegated Official
ECC Enrollment Call Center
EHR Electronic Health Records 
EUS External User Services
EoD Enrollment on Demand
I&A Identity and Access System
NPPES National Plan and Provider Enumeration System
SEU Staff End User
PECOS Provider Enrollment, Chain and Ownership System
PE Provider Enrollment
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Agenda

• Brief overview of the I&A and how it ties 
into PECOS
– New updates this month

• Overview of PECOS
– How helpful it can be
– Tips and tricks

• Questions
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Identity and Access 
Management System (I&A)

Overview



What is the I&A?
I&A is the Identity & Access system used by CMS to allow users to 

access and control access to PECOS, NPPES and EHR

One account to access multiple systems
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What is a Connection?
A Connection is, a way to connect to a TIN 

(EIN or SNN) in order to gain access to 
PECOS, NPPES and EHR records.

• There are two types of connections:
– Employer Connection

• Connecting your account to an Individual Provider 
(SSN) or an Organizational Provider (EIN) in order to 
access to their records.

– Surrogacy Connection
• Connecting two TINs together to allow a third party 

access on the TINs behalf.
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Tax Identification Number as a Bucket
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Different Connections

Required to use the I&A properly



Employer Connection
You can “Add an Employer” to connect you to 
an individual Provider (SSN) or an Organization 

Provider (EIN) as one of the roles below in 
order to access their records or manage other 

user’s access levels.

Employer Connection Access Types:
• Authorized Official (AO)
• Delegated Official (DO)
• Staff End User (SEU)
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Surrogacy Connections
A surrogacy connection is a connection between two Employers 

(TINs) that allow the AO/DO/SEU users of the initiating 
Organization (TIN) to access the records on behalf of the 

accepting Organization (TIN).
• Providers can designate Surrogates to work on their 

behalf.
• Rights are assigned by business function (PECOS, 

NPPES, EHR).
• Surrogacy connection can be initiated or established

by either the provider or the Surrogate.
• AOs and DOs can initiate, approve or reject 

Surrogacy Requests for their employer.
• SEUs for surrogate will only have rights if assigned by 

one of their AOs or DOs. 
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Enrollment on Demands (EoDs)
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New Updates for the I&A

September 9, 2019



Multi-Factor Authentication

• Implemented on Monday, September 9 , 
2019

• What is Multi-Factor Authentication? 
– Multi-Factor Authentication (MFA) is a security 

system that requires more than one method of 
authentication from independent categories of 
credentials to verify the user’s identity for a 
login or other transaction.
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Multi-Factor Authentication

• Why is CMS implementing this?
– This is to improve identification and 

authentication security for the four public 
facing applications I&A, NPPES, PECOS and 
HITECH

• This will currently ONLY affect the I&A. 
The others are to come down the road
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Multi-Factor Authentication
• How do I get started?

– Existing I&A users: You will be prompted with 
an option to setup your MFA devices as you login 
to your application. You will have a grace period 
of up to 30 days to delay setting up your MFA 
devices. 

– New I&A users:  You will be prompted to setup 
your MFA devices as you set up your account. 
You will not be able to get an I&A account unless 
your MFA setup is completed.
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Logging In
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Logging In
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Authentication Method
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Authentication Method
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Authentication Method

21



Authentication Method
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Questions

We will discuss MFA and I&A in the Collaboration Room



PECOS

Overview



What is PECOS?
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The Provider Enrollment Chain 
and Ownership System (PECOS) 
is a national database of 
Medicare provider and supplier 
enrollment information. PECOS 
is used to collect and maintain 
the data submitted on CMS 855 
enrollment form.

PECOS Provider Interface (PECOS PI) - https://pecos.cms.hhs.gov can be used to:

• Submit an initial Medicare enrollment application
• View or submit changes to your existing Medicare enrollment
• Submit a Change of Ownership (CHOW) 
• Add or change reassignment of benefits
• Reactivate an existing enrollment record
• Withdraw from the Medicare Program

https://pecos.cms.hhs.gov/


Features of PECOS

• Track your application
• Upload digital 

documents
• Submit electronic 

signatures
• Fast track view of 

Medicare enrollment
• Faster processing 

time

• Pay application fee 
(Pay.gov)

• Submit or update EFT 
(CMS-588)

• Revalidation 
notification center

• Easier to make 
changes

• Fewer developments

26



Application Processing Time

• Processing Time with an Onsite Visit
o 80-120 calendar days

• Processing Time without an Onsite Visit
o 45-90 calendar days
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PECOS Log In Screen
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Home Page
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Home Page - Medicare ID Look up Tool
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Medicare ID Look up Tool
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Revalidation Notification Center
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PECOS Revalidation Notification 
Center
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Questions



My Associates Button
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My Associates
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Create Initial Enrollment Application
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Application Questionnaire
• Very important 

– Determine what application will populate
– If answered incorrect, the wrong application 

will populate
• Cancel during questionnaire at any time
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My Associates
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Opened for Corrections
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Returned For Corrections
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Returned For Corrections
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Rejected
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Rejected
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How long will my rejected application 
sit there?

• Generally PECOS does an update every 
quarter and will wipe all of the applications 
that are sitting in a rejected status and 
ones that have not been fully submitted

47



Questions?



Existing Associates
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My Enrollments
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My Enrollments
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View/Manage Reassignments
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View/Manage Reassignments 
(Individual) 
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View/Manage Reassignments (Group) 
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View/Manage Reassignments
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Manage Reassignments Button
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My Enrollments
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Medicare ID Report
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Approved Enrollment Record
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My Enrollments
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More Options
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My Enrollments
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Revalidation Application
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View Button
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View Button
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Submission History 
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View Button
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Uploaded Documentation
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Enrollment on Demand
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Questions?

Thank You!
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